SonicWall Diagnostic Mode and GUI v7 and GUI v6

If you have trouble on the Traffic Shaping tab of an Access Policy when trying to add Bandwidth Object

from BWM Dropdown Menu, you may be in GUI v7 and need to use diagnostic mode to go back to GUI

v6 to make the changes. If you are NOT on firmware 7.0.1-8080-R3248 or higher you will likely need to
do this but if on firmware version 7.0.1-8080-R3248 or higher you shouldn’t have the problem.

The next 3 pages show how to get into the diagnostic version of the SonicWall to turn off GUI v7 and go
to GUI v6 to make the changes then go back to GUI v7.

To go back into the diagnostic mode to get back to GUI v7 you type in the local or external access IP then
login then change the URL from https://ipaddress/main.html to https://ipaddress/diag.html to get to

the Internal Settings so you can scroll down to select making the SonicUl7 the default management
again.



https://ipaddress/main.html
https://ipaddress/diag.html
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Description

This article describes how to access the Internal settings of SonicWALL Firewall.

7 NOTE: SonicWall, Inc. DISCLAIMS ALL WARRANTIES ARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN
NO EVENT SHALL SonicWall, Inc. BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

THE FOLLOWING FEATURES AND DIAGNOSTIC ROUTINES ARE NOT SUPPORTED
BY SonicWall, Inc.. SonicWall makes no representations about the suitability of this

software for any purpose. It is provided "as is" without express or implied warranty.
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Resolution for Sonic0S 7.X Q

This release includes significant user interface changes and many new features that are
different from the SonicOS 6.5 and earlier firmware. The below resolution is for customers

using SonicOS 7.X firmware.

1. The Diag page can be reached by typing in the LAN IP of the SonicWall in the

browser, with a IP/sonicui/7/m/mgmt/settings/diag at the end.
Z~ EXAMPLE: 192.168.168.168/sonicui/7/m/mgmt/settings/diag

2. Clickoninternal settings to access the internal settings page or diag page

= (& A Notsecure | https://10.67.10.50/5

<= TZ470

SONICWALL

&

Configuration CD Non-Config

SonicWall, Inc. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS,
IN NO EVENT SHALL SonicWall, Inc. BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE

THE FOLLOWING FEATURES AND DIAGNOSTIC ROUTINES ARE NOT SUPPORTED BY SonicWall, Inc.. SonicWall makes no representations about the suitability of this
software for any purpose. Itis provided "as is" without express or implied warranty.

( Internal Settings  )( Close

Resolution for Sonic0S 6.5

This release includes significant user interface changes and many new features that are
different from the SonicOS 6.2 and earlier firmware. The below resolution is for customers

using SonicOS 6.5 firmware.

https://www.sonicwall.com/support/knowledge-base/how-can-i-access-the-internal-settings-of-the-firewall/210715101110437/#:~:text=Resolution for S...  2/3



3/7/23, 2:04 PM How can | access the internal settings of the firewall? | SonicWall

1. The Diag page can be reached by typing in the LAN IP of the SonicWall in the

browser, with a /diag.html at the end.

Z~ EXAMPLE: 192.168.168.168/diag.html

2. Clickoninternal settings to access the internal settings page or diag page

< C A Notsecure | 192.168.5.254/diag.html * & |
SONICWALL"™  Network Security Appliance Register | Help | Logout
Firewall tiame Hode: Configuration b

DEE TGS SonicWall, Inc. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL SonicWall, Inc. BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR TN CONNECTION WITH THE
cLose USE OR PERFORMANGE OF THIS SOFTWARE.

THE FOLLOWING FEATURES AND DIAGNOSTIC ROUTINES ARE NOT SUPPORTED BY SenicWall, Inc.. Sonicwall makes no representations about the suitabllity of this software for any purpose. It is provided "as Is" without express or implied warranty.
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Scroll down until you see “SonicUl7 as default management GUI”. You will turn this off then scroll back up to the top and click
“Accept”

@ UserDetal | @ OrderDet: | [ MSP«1T1 | ) BusinessE Unifi Net Dream Rou | @ USMON Pr | ) Verified Prc | 0 GHX-Log | @) SEC3URE | @ Vendor Cre | @ Credentiali | @ Home @ Credentiall | JJo RegusOnli | ) Assessmen € Firewa X 4 2 - a X

q c 0 A Notsecure | hitps//71.41.9.46/s0nicui/7/mfmgmt/settings/diag e | @ A *» 00

SONICWALL

@ 18B169611AF0 Configuration () Non-Config
Time interval between inspections of the Persistent LB Table, for marking entries as idle (seconds) | 15
Maximum reuse threshold for each entry in the Persistent LB Table, zero means unlimited 0
Source IP Address to monitor (Source-Destination IP Binding to include in TSR) 0000
Destination IP Address to monitor (Source-Destination IP Binding to include in TSR) 0000

PPPOE SETTINGS

Allow LCP requests to PPPOE Server

Log LCP Echo Requests and Replies between client and server

Enable PPPoE End-Of-List Tag
Enable IPCP address option for PPPOE Unnmbered () ®

PPPOE Netmask 255.255.255.255 @

MANAGEMENT SETTINGS

— SonicUI7 as default management U1 () [ Switching this option off will evert to SonicUIG for debug only. SonicUI6 is not supported for Gen? Appliances. l

Use New License Page Format
Use Standby Management SA
Display Firewall Name in Main Management Wincow

Allow SGMS to preempt a logged in administrator

Show Basic Wizard after firewall is configured

Online Help URL Use Default Sonicwall.. w

URL

Add Domain/IP to Allow List of CSP header Add
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To change back to GUI v7 scroll down the Internal Settings and click on the box for “SonicUI7 as default
management GUI” then click “Accept” at the bottom.

essmen © Somichl X+ v - a x

@ Credentizl | @ Home @ Credentisli | do Regus On
2 @ A *0C

@ UrifiNes. | [ DresmRo. | @ USMONP: | ©

@ UserDetail | @ Order Dets | [ MSP + 1T
N (¢ 0 A Notsecure | hips;//71.41.9.46/diag html

Wizards | Help | Logout

SONICWALL'  Network security appliance

< Firewall Name: 1851695 11AF0 Mode: Configuration »

e — Internal Settings - to be used only at the direction of Technical Support
[ e sermves |
— Warning: these settings are not documented and changing settings here could prevent proper operation of the SonicWall. Only make such changes if instructed by SonicWall technical support.

‘ CLoSE ‘
[ Enable PPPOE End-Of-List Tag ™
Enable IPCP address option for PPPOE Unnmbered

PPPOE Netmask: [255.255.255.255 N

One-Touch Configuration Helpers

DPI AND STATEFUL FIREWALL SECURITY Preview applicable changes

‘ STATEFUL FIREWALL SECURITY

Preview applicable changes

Management Settings

N O Allow management via HTTP ™
Check this BOX g s ot mnagemercr®

[ use Standby Management SA
Display Firewall Name in Main Management Window
Allow SGMS to preempt a logged in administrator *
([ se JQuery Library Version 1.6.4
[ Show Basic Wizard after firewall is configured ™
[ Show Classic View Pages ™

Online Help URL: [ Use the default Sonicwall Global Help System v help.sonicwall.com/help.asp.

‘Add domainjip to Allow List of CSP header:

—please add domainip— ‘ ADD ‘

[ o |

Status: Readly
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Configuring your Sonicwall for Kinect https://support.kinectcommunications.com/configuring-your-sonicwall-...

/o =

General Router Settings and Network Tools v Q

The screenshots below are from GUI v6 so if you are on GUI v7 some of them will look different and the BWM
will not be in the same place. If you went into GUI v6 above feel free to go into it for the changes below too.

Configuring your Sonicwall for Kinect

This configuration is on a Sonicwall TZ205 with 5.9.1.7-20
firmware, but should be relatively similar for all models.

Note: Sonicwall's IPS service has been known to block VoIP even if you have these rules set as
it confuses it for a DDoS attack. If you lower the protection level from high, it generally fixes
it.

Note: The FQDNS on this doc are for APOLLO clusters. You should follow this doc and use the

server addresses your site/customer is associated with:

Generic Firewall Settings

We recommend the TZ series for no more then 25 phones. If you plan to expand beyond that

we recommend the NSA series.
1. Consistent NAT

Ensure "Enable Consistent Nat" is checked

1of12 3/6/2023, 4:55 PM
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SonicWALL | Network Security Appliance

» Dashboard VolP / SEttings
» E‘ System
L % Network & Accept Cancel
» @ 3G/4G/Modem
» é SonicPoint General Settings
3 % Firewall
Enable consistent NAT
r G’ Firewall Settings
v Q VioIp SIP Settings
| sesss [
|| Enable SIP Transformations
Call Status
Permit non-SIP packets on signalin rt
» BB Anti-Spam P TR
» @ VPN Enable SIP Back-to-Back User Agent (B2BUA)Y support
» E-! SSL VPN SIP Signaling inactivity time out (seconds): 3600
» & Users SIP Media inactivity time out (seconds): 20
P &= High Availability Additional SIP signaling port {UDP) for transformations (optional): 0
» 0 Security Services Enable SIP endpoint registration anomaly tracking
v S Accelerati r
g o ki Registration tracking interval {seconds): 300
b Log .
Failed registration threshald: 5
Endpaint block interval (seconds): ‘3600

H.323 Settings

("] Enable H.323 Transformations

Only accept incoming calls from Gatekeeper

2. Enable WAN BWM (Bandwidth Management)

Ensure advanced is checked as seen below

20f12 3/6/2023, 4:55 PM
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SonicWALL | Network Security Appliance

—
k Dashboard Firewall Settings/ BWM
» System
3 g MNetwork a Accept Cancel Restore Defaults...
» & 3646/ Modem
k é SonicPoint
» Q Eireviall Bandwidth Management Type: (@) Advanced | |Global (' None
Inteface BWM Settings #
'G’ Firewall Settings ey
Advanced
Priority Enable Guaranteed Maximum\Burst
Flood Protection \
Multicast 0 Realtime o o0 | %
S5L Control 1 Highest 0 % 00 %
» & vore 2 High 7 B0 % 06 | %
» 8 antis
i 3 Medium High b % 100 | %
» @ VPN g ——
o 4 Medium o+ 50 Y 00 e
» SEL VPN J— =
a 5 Medium Low o o 100 %%
» Users —
3 High Availability S < SN % B0 Y
» @ security Services 7 Lowest 0 % 00 | %

3 e
r X 1o

Mote: This priority table is used only when global bandwidth management is selected. {When using legacy BWM, values
can be set independently in Firewall Access Rules and Action Objects.)

In global BWM mode, all traffic (by default) is marked as "medium®” pricrity unless configured via firewall rulefapp firewall
rule.

3. Enable BWM on WAN

Click the configure pencil located next to your primary WAN connection

@songwnu. Network Security Appliance Wisnds | Help | Logout

[ - - et Interfaces

+ B s

- B eowork Accapt | [ —
Pertihinhd Crougs Takerlos Battings View 1P Version: @R e [2]

G  Addewen Subeat Mask Ey— n Gk Golign

1823068754 152556 Sutc 1 G Pl e et L 2
Aekdroms Objocss n vesmisceee ([N - oo cooae saatc 1 Gion ol Daplex @
Servaes.

Reuting Add Inkertace:  —Select inmertace Tine-- [B | PoriSusia Wirsd

i
H
i e

»ap Diclay Al Tt

- Inkarbose Trlfc Sutdoice T

1P Helper
Web Peawy
Dyrarrac DA x 5,150 m o ER219.064 .15 A5 o 10,060,514
Seetwrk Mortne

+ @ sncmode

+ o sonicpon

B ot

Under the bandwidth management section, check both enable Egress and
Ingress. Egress is the upload speed of your internet connection. Ingress is the

download speed. Best practice is to run a speed test before setting these options.
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The example below shows a 100MBPS download and 35MBPS upload speed
connection.

| NN | Edit Interface - X1
A Not Secure | Bttps://192.168.75.1/editinterface_1.html#

SonicWALL | Metwork Security Appliance

l General ] Advanced

Advanced Settings

Link Speed: Auto Negoaotiate
© Use Default MAC Address: CO-EA:E4:78:08:15

) Dverride Default MAC Address:

7 Enable Multicast Support "
[T] Management Traffic Only
Interface MTU: 1500 h
Fragment non-VPMN outbound packets larger than this Interface's MTU

[ Ignore Don't Fragment (DF) Bit

[T] Suppress ICMP Fragmentation Needed message generation

Bandwidth Management

Enable Interface Egress Bandwidth Limitation
Maximum Interface Egress Bandwidth (kbps): 35000.000000
Enable Interface Ingress Bandwidth Limitation

Maximum Interface Ingress Bandwidth (kbps): 100000.000000
| Ready

QK Cancel Help

4. Create LAN>Wan firewall rule to allow and prioritize all traffic to both Kinect
Servers
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Wieds | Help | Logout

@ SonicWALL | Metwork Security Appliance

- Pt | AEEESS Rules
e
O3 ey
[ T
v b sonaport
- VoS A R | @t

Ruatons Defauits

Acoass Rules

g Budes ™
Mgy Covernl Adbarcnd

Match Cojacts.

Ao Dbjects

Ackdsess Copects [
Sorvicn Ojocts

Barsdwidth Cijedts

mad Addr Dopocts.

ooDODE
coooD}
oooD3
cooo!

33 s

L S p—
v & war

» B aoeSpam

v @

.“ SEL VPN

[

[] = Qreyse——
IU Sacurty Soreoms.
* S8 W Aconlerstion

v g

@ SonicWALL | Natwork Sacurity Appliance

» B pashbosd feeeet | Acoess Rules
B guem

» R etwork

[
» B Sonenges
" Firewal
i s N

Restore Delauts...

Access Rules (LAN = WAN)

Drop-down Boxes Wiew IP Version: 0 IPAOny 1Pwh Only 1Pv4 and IPvE

App Rudes
App Cortrol Advanced Lo
Match Objects [ ) From > To Priority Sourca. Destination Servics Action Users Incl. Ussors Excl.
i et 1 > v , B
Bddress Dbjects.
Service Obijects 2 0L
Bandwidth Otijects A
Email Addr Objects

» a Firewal Settings

59 ValP

» EB antispam

Aoy Syrked W Mlow &

LK}

Ay My

3 veN

You are going to create a rule that allows all traffic to our server as seen in the
screen shots below. Under the destination submenu click "create new network"
to add our servers. You will build this rule three times, two using our NJ servers
FQDN of core2-nj.syntelsolutions.com & core-nj.syntelsolutions.com, and the

third rule will use our FL server of core-fl.syntelsolutions.com

3/6/2023, 4:55 PM
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Add Rule

IA Not Secure | https://192.168.75.1/addRuleDlg.htm[?objTypes=3647

SoncWALL | Metwork Security Appliance

| General | Advanced | Qos | BWM

Settings
Action: © Allow () Deny () Discard
From : LAN
To: WAN
Source Port: _f._rly
Service: Any
Source: Ay
Destination: --5Select a network--
Users Included: Al v these users will be allowed if not excluded
Users Exduded: Mone E- these users will be denied
Schedule: Always on
Comment:
Enable Logging
Allow Fragmented Packets
["] Enable packet monitor
"] Enable Management "

| Ready
Add Close Help

3/6/2023, 4:55 PM
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Add Rule
A Not Secure | https://192.168.75.1/addRuleDlg.html?objTypes=3647

SormceWALL | Metwork Security Appliance

[ General I Agvanced l QoS l BWM l

Settings

Action: © Alow ) Deny () Discard

From : LAN

To: WAN B

Source Port: Any : . ﬂ . ol Ohie:t

e = —| A Not Secure | https://192.168.75.1/addNet0Obj...
Source: ﬂ" SonicWALL | Metwork Security Appliance

Destination: --Select a ne

Users Included: o Name: Syntel Solutions |
Users Excluded: Mone B Zone Assignment: WAN
Schedule: M Type: FQDM
Comment: | FQDN Hostname: core-nj.syntelsolutions.com

Enable Logging .

Allow Fragmented Packets

|| Enable packet monitor | Ready

"] Enable Management " [ oK ' Cancel

Add Close Help

Then under the QOS tab, change DSCP to "Explicit"
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SorcWALL | Metwork Security Appliance

General Advanced QoS BWM
| l l l

DSCP Marking Settings

DSCP Marking Action: | Explicit

Explicit DSCP Value: | 0 - Best effort/Default

Under the BWM tab, check enable Egress and ingress, under the drop down you
will create a new bandwidth object. You will use this for both inbound and
outbound firewall rules as you will see later. The best rule of thumb is to
guarantee about 25% of the bandwidth to the phones, and to allow 100% if
needed. This way phone calls always will have priority, but not use the entire

connection when not in use.

S

General ] Advanced ] QoS I BWM l

Bandwidth Management

o nable Egress N dnageme oW PUes only
@ Enable Egress Bandwidth M nt ('Allow’ rules only)

Bandwidth Object: _~~Select a Bandwidth Object--
o nable Ingress MW dnageme oW Fules only
& Enable I Bandwidth M it ("Allow rul I}

Bandwidth Object: _~-Select a Bandwidth Object--
["] Enable Tracking Bandwidth Usage

MNote: BWM Type: Advanced; To change go to Firewall Settings = BWM
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SonmcWALL | Metwork Security Appliance

[ General I Elemental

Bandwidth Dbject Settings

MName: Voip Upstream
Guaranteed Bandwidth: 10 Mbps [+
Maximum Bandwidth: 30 Mbps
Traffic Priority: 0 Realtime
Violation Action: Delay
Comment: IDGSl I
| Ready
OK Cancel Help
SoreWALL | Metwork Security Appliance
l General l Elemental

Bandwidth Object Settings

Mame: Voip Downstream
Guaranteed Bandwidth: 3o Mbps Be
Maximum Bandwidth: 100 Mbps
Traffic Priority: 0 Realtime
Violation Action: Dielay
Comment: Qas
| Ready
OK Cancel Help
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SoncWALL | Metwork Security Appliance

[ General l Advanced l QoS l BWM

Bandwidth Management

Enable Egress Bandwidth Management (‘8llow’ rules only)

Bandwidth Object: Y0P Upstream
Enable Ingress Bandwidth Management (‘Allow' rules only)

Bandwidth Object: Voip Downstream
[T Enable Tracking Bandwidth Usage

Mote: BWM Type: Advanced; To change go to Firewall Settings = BWM

5. Now we go back to access rules, to create a similar rule from WAN>LAN
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SonicWALL | Network Security Appliance

https://support.kinectcommunications.com/configuring-your-sonicwall-...

r Dashhoard Frewall | Access Rules
» @ System

Restore Defaults...
» g Network

» @ 3G/4G/Modem

» é SonicPoint

- % Firewall
App Rules
App Control Advanced
Match Objects
Action Objects
Address Objects
Service Objects
Bandwidth Objects

Access Rules

View Style: (Al Rules | @ Matrix |

FROM

Email Addr Objects
> 9 Firewall Settings
» Q VoIP
bk ﬁ Anti-Spam
ik @ VPN
¢ B oo ven
» a Users

(" Drop-down Boxes
LAN
LAN (+]
WAN (]
VPN (]
SSLVPN (4]
lle
ng
o ruiilal

Here you will build similar rules to LAN>WAN, the only difference being we will

be changing the "Source" to the Kinect

Servers, and the other options to "any".

Therefore creating a rule saying all traffic ONLY from our servers, is allowed and

prioritized.

» F o Acesieration

Wik | Help | Lsgaut

Misde: Configuestion +

Dems 1 w3003} Elafale
Show Usused Zoves| | Hicks Disaibied Rules

Ciear Statssies | Restoe Defavis.

Ciear Stanssics. | | Restors Detaus..

Be sure to set the QOS and BWM tabs the same as the previous rules

Congrats! You've successfully configured your firewall for the Syntel Solutions

UCaas Platform.
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Download the PDF

SonicWallApolloGuide

Was this article helpful? Yes No

Related articles

SIP ALG Detector

Check your Bandwidth Speed

Popular Overrides

Disable SIP ALG on Fortigate Firewalls

Disabling SIP ALG on Kinect Router/Modem
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